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FIDO Allliance
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Mission: Replace passwords with something better




FIDO HW tokens and FIDO on Mobile Apps

HW Mobile
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May 5th 2022: Google /Apple / Microsoft join forces to kill Passwords

Apple, Google and Microsoft Commit to

Expanded Support for FIDO Standard to

Accelerate Availability of Passwordless
Sign-Ins

Google & Apple

BE \icrosoft

-ins will be available to consumers across leading devices and platforms

Faster, easier and more secure sign-ins
Mountain View, California, MAY 5, 2022 - In a joint effort to make the web more secure and usable for all, Apple.
Google and Microsoft today announced plans to expand support for acommon pa instandard created by

the FIDO Alliance and the World Wide Web Consortium. The new capability will allow y
consistent, secure, and easy passwordless sign-ins to consumers across devices and platforms.

Read the full PR

bsites and apps to offer



https://fidoalliance.org/apple-google-and-microsoft-commit-to-expanded-support-for-fido-standard-to-accelerate-availability-of-passwordless-sign-ins/

Where can we store passkeys? f O
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Passkey adoption by the numbers

accounts already set for passkeys” - Andrew Shikiar, FIDO Alliance Executive Director, Oct 2024

Passkeys are now available for sign-in on

48%

of the world’s top 100 consumer websites

accounts already using passkeys - Andrew Shikiar, FIDO Alliance Executive Director, Oct 2025

THALES



/777

Passkeys are being deployed by the largest relying parties

iOS 17 and macOS Sonoma automatically | i More than 200 f:ompanies alreac?y support
generate Apple ID passkeys Google will now make passkeys the default passkeys in their apps and websites
O Zac Hall | Oct 112023 - 9:00 am PT | ) 10 Comments for personal accounts @ Filipe Espésito | Nov 20 2024 - 4:00 pm PT | & 10 Comment its

Support was first offered in May, but now Google suggests it as the default choice.

2¢Sign In

®

Sign in with your passkey?

You will be signed in to “google.com” with your
passkey for “Ipasskeys@gmail.com”.

INTRODUCING PASSKEY
FOR PLAYSTATION

FORBES > INNCVATION > CYBERSECURITY

' ] Microsoft's New Windows 11
’.‘ ‘[l Decision—Millions Of
Passwords To Be Replaced

Amazon Passkey usage reaches new high of
175 million users

m By Benedict Collins published October 16, 2024 (Credit: Sony)
Passkey adoption is seeing a major surge No More Passwords: Sony Adopts
Passkeys for PlayStation 4, PS5

THALES
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Passkeys are being adopted by more and more services every day

Cancel & am.monespacesante.fr A

0,
ESPQCE
SANTE

'..

Tired of passwords?

Compte protégé
ur device, you can sign in with Mon identifiant jean_dupont

your fingerprint, face, or PIN.

Robinhood # ¥ DocuSign 0 ogf'sv-!- ggﬁasgéama
P TikTok
i WhatsApp  ¥jnstacart @ Miravia & mercari  (Ninfendo) o GitHub
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Adopted even by highly regulated markets, like Finance
VISA Payment Passkeys

Built on the latest FIDO standards, Visa

Your passkey is ready to go

Payment Passkey (VPP) helps make ANZ O, Dlus
online checkout as easy as a blink WELLS FARGO
Ready to log in to
@ ANZ Plus Web Banking?
&
Signing on just got
easier

You created a passkey on 04/30/2025. You can

use it to sign on across all of your linked

devices. »

Go to accounts
.Qg Log in with Passkey

What is a passkey? (2

THALES

Building a future we can all trust
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What are passkeys?

Passkeys are cryptographic credentials for ® ™
authentication of users to digital services, ] o

following specifications of the FIDO Alliance ALLIANCE

THALES

| 17 we can all trust
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FIDO protocol: Authentication in 2 steps

User Experience Under the Hood

Security
)\

STEP 1: User — Device

= <
User authenticates > = STEP 2: Device - Backend
locally using device ® ® - S
biometrics (or PIN) -? -? Cryptographic exchange

following FIDO protocol

%)

i

| 2
LR B r=1==N

User

User’s Authenticator Device
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FIDO protocol: Creation of a passkey f

Passkey creation:
After successful biometric verification, the passkey is created on the device
A Passkey is a cryptographic credential that binds a user with a service. It consists of 2 keys: public and private.
The private key remains on the device, whereas the public key is sent to be stored on the FIDO Authentication Server

|— ooo|

|— ooo| at

-— 000

>

-_— 000
J

Authentication
server

o

THALES
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FIDO protocol: Authentication with a passkey f O

Passkey Authentication:
After successful biometric verification, the authentication server sends a random challenge to the device.
The device generates a cryptographic signature to the challenge with the private key of the passkey
and sends it back to the authentication server.
The Authentication server verifies the response from the device using the public key, and delivers an OK/NOK response
to the authentication attempt

< Challenge I — OOOI

Response (Challenge, << 0) )

- [—oool Q¢

-_— 000

Service Provider's
User’s device Authentication

Q@ Private Key server

THALES
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The many benefits of passkeys

“m‘

> Biometrics vs typing

O

=1
Lt

e

> Nothing to remember,
renew, reset, re-enrol

|2

> Passkeys are immune to:

Data leaks

THALES GROUP LIMITED DISTRIBUTION - SCOPE

> More user engagement

- Faster logins, Higher success rate, less
abandonment
> Less Costs
- 20-50% of all helpdesk calls are for
password reset’

- §70 is the average cost of a password

reset helpdesk call™

*Source: Gartner
“Source: Forrester

THALES

Building a future we can all trust



All main mobile and computer platforms and browsers already

support passkeys natively

THROUGH EVERY

‘ MAJOR WEB BROWSER ‘
08%+ 96%-+

ON EVERY PLATFORM

= 66/ android

()
W mMma

Windows Hello

—/—

of active
browsers

of mobile
devices
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No one looks back after switching to Passkeys

Microsoft PlayStation Mercari Air New Zealand
+  99% completion rate for « 24% reduction in sign-in « Sign-in success rate + 30% opt-in in first
passkey enroliment time on web grew from 67.7% 24 hours
. 0% —
+ 98% sign-in « 29% of password resets ﬁgi%%} E%B%Giéoment « 4.7x improvement time
success rate resulted in passkey o Imp to complete & improvement
- 3x faster sign-ins over conversion, removing - Authentication time in success rate
passwords passwords completely ﬁgr{esahsﬂ%d 2f|r:in)1to 44 . 50% reduction in
- 9x faster sign-ins over « 88% of users engaging _ nearly 4x faster ' abandonment rates
password + MFA with passkey content . Reduced account
completed the transition - ZERO phishing incidents
and eliminated their recovery calls and call
passwords center attacks
HE an: . . L2
m Microsoft PlayStation. mercari AIR NEW ZEALAND &~

THALES
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Create a passkey

Create a passkey

Replace your password with an easier,
more secure way to log in to PayPal.

How it works
‘ Do you want to save a passkey for Do you wv/ant to save a passkey for
“PayPal@mail.com"? “PayPal@mail.com"?
. Passkeys are saved in your iCloud Keychain and are Passkeys are saved in your iCloud Keychain and are
available for sign in on all your devices. available for sign in on all your devices.
Do you wiant to save a passkey for
“PayPal@mail.com™? i
Passkeys are saved in your iCloud Keychain and are *1°
available for sign in on all your devices. Gl |
Cr »a Passkey Face ID Done
. m Save on another device Save on another device
Sl(lp for now Save on another device
A e - L L A L ~ A - A - ~ A - - ~ »~ - A L] A L) -~ A - A - ~ A - L ~ - L A - A - -~ o - ~ - ~ A - L -~ A L ~ A - A - e L] ~ - ~ e -
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Login with a passkey (iOS)

Change

af Log In with a Passkey

Try another way

Do you want to sign into PayPal.com with your
saved passkey for “PayPal@mail.com”?

Sign in with another device

Change

af Log In with a Passkey

Sign In X

Do you want to sign into PayPal.com with your
saved passkey for “PayPal@mail.com”?

%
G T o

Face ID

Sign in with another device

Change

at Log In with a Passkey

Sign In X

Do you want to sign into PayPal.com with your
saved passkey for “PayPal@mail.com”?

Done

Sign in with another device

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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Login with a passkey (Android)

TrieBank |3

Welcome to

Tri Bank

On

Hi Elisa

ges in your inbox

Account Summary

Elisa Beckett

$12,000.00

Use your screen lock
for tribank.us

Q

Use your saved passkey for
Tribank?

elisa.beckett@gmail.com

® &

Send money Request money

Continue

THALES

we can all trust
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Login with a passkey on a PC or a MacBook

@ Windows Security
Sign in with your passkey

Co 2hawk@gmail.com
<l

Passkey for github.com

o’

Sign-in options

Choose a different passkey

Looking for you...

@ Windows Security

G ahawk@gmail.com

Passkey for github.com

Choose a different passkey

Sign in with your passkey

Hello Alice Hawkins!

Sign-in options

Cancel

@ Windows Security

Choose a passkey

g? ahawk@gmail.com

& slicenss@outiook.com

[ rixer7

22 iPhone, iPad, or Android device

0 security key

Cancel

Do you want to save a passkey for
*chella_boehm@icloud.com"? Passkeys are saved in
your iCloud Keychain and are available for sign in on all
your devices.

Continue with Touch ID

Other Options

THA

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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On the client side, passkeys can be managed by:

HW
lokens

Mobile
apps
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Platform passkeys may “sync” to the plaiform’s cloud

android

OS platforms

THALES GROUP LIMITED DISTRIBUTION - SCOPE

On

Google
Password Manager

>

iCloud Keychain

Microsoft Cloud

Platform’s clouds

THALES
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Synced passkeys (a.k.a. multidevice passkeys)

3. Passkey behaviour
o ® Microsoft/Apple/Google cloud provisions the
private key to the other devices of the same user.
a? |0 ivate key to the other devices of th
All devices share the same passkey.

On

Google
Password Manager

- 000

2. Export to cloud
——=— OS exports the
private key to the

device’s OS cloud
Ze 0—' 9

Microsoft Cloud

1. Enrolment on first device
— 000| Keypair created on device, public
1 I key exported to FIDO server

— 000| <«

-_— 000

fco

Service provider's
Authentication Server

i

>

iCloud Keychain

2? Q@ Platform’s Cloud

Q@ Private Key / 'ﬁ’\x

THALES

we can all trust
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2 types of passkeys for 2 different uses

Synced passkeys Device-bound passkeys

J . Hardware FIDO Managed by the
. security keys Mobile App

Tablet

~:.-'-'.-:' 3 ‘I
Managed by

the device OS

Synced passkeys are exported to the

: ' | th '
cloud and propagate to other devices The private key never leaves the device

Great for Password Replacement Great for MFA/SCA

THALES

we can all trust
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Thales offer for Passkeys

4 )
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| SCA
S| MFA
§;
Z
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4 )
Password
replacement
\ %

Device-bound
passkeys

IDPrime Fido [RARY
:

NEC))) THALES

SECURITY

My Bank’s
App

fido

o
p

lsv

.? Native FIDO
. on PC & Mobile |28
Synced passkeys OS Platforms android
L \Q
- VAN

%
g

/

-

f og

CERTIFIED
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Infroducing Device-Bound Platform Passkeys

SECURITY
4 N / \
5 S¢
o| sca —
h4
ey x MFA Device-bound
= (;) passkeys
=
%)
Z
O
O PC & Mobile
OS Platforms
e ~N 4 N\ 4 - | CERTIFIED
0?
Password - PC & Mobile “
OS Platf "
replacement Synced passkeys aitorms android
- AN AN
) THALES
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Takeaway

TR NIRRT

PASSWORDS > PASSKEYS You need FIDO Authentication We can help you
in your back-end N
> Passkeys are inevitable. > To manage transition from
They will replace passwords for > Thaales offers FIDO passwords to passkeys for
B2C, at last. And Fast. Authentication onprem or as a consumer Iog in

cloud service .
> To manage transition from your

> For low assurance (login) and legacy SCA to FIDO/passkeys
for Strong Customer based SCA

Authentication (SCA)
THALES

we can all trust

THALES GROUP LIMITED DISTRIBUTION - SCOPE
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