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AGENDA DE LA CONFERENCE

Sylvain THOMAS

Responsable avant-vente

* Introduction
* Les Limites du Modele IAM/IGA Traditionnel
* Introduction a l'lSPM
e 3 Personas, 3 Défis
* Le RSSI - De la réactivité a la proactivité
e L'Admin IT/Sécurité - De l'incident a la maitrise
Harouna SOUMARE e L'Auditeur - De la frustration a la preuve
Avant-vente technique * La Plateforme Convergée Saviynt
e Conclusion et Q/R
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Les attaques évoluent el

VISIBLES @& |

Comment adapter les protections ?

-~ D)
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75%
%

62%

5136

40%

RISQUES D'ACCES
REELS

2019 2020 2821 2822 2023 2024

Figure 4. Percentage of detections that were
malware-free, 2019-2024

Source: Crowdstrike, Global Threat Report 2025
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Les Limites du Modele IAM/IGA
Traditionnel
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Le monde de I'|AM

ldentity Operations
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Charges de travail

. Infrastructure

)

)

)

Identity Days 2025



Ii|l IDENTITY DAYS 21 octobre 2025 - PARIS

Les "angles morts" de I'lGA

.Campagne de !
recertification : ‘Toutva ' A ~ dois deviner si c’eStnormal, secret, ou carrément
bien, c’'est valide’ ~ “] Mission Impessible.

-

-ouanditulcombines Admin Salesforce et “:'::::'::ls.;l::é":::l Dire juste oui ou IIIIII,
- T ‘1 ~ oo - b
con!'“““ ur-Azure. PANIG! 4 a I accqs “e Bnn

)

’;
- Oh my god, okay it's,happening,
everybody stay calm.

Supermeme.ai
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Les "angles morts" de I'lGA

G

Dépendance aux Mauvaise
ressources qualité des
techniques données
Visibilité limitée de la Des dlidentite Difficulté a
posture de sécurité sur pProcessus en mesurer le
les données, les accés et ref:jc’uor'w succes/le
la gouvernance plutot qu'en retour sur

anticipation investissement
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() .« .
= Les missions de I’'ISPM

IGA Access PAM ITDR & EDR
Identity Security Posture Management

| ,.‘ p. A 4 o= %
&) man é.%

;)

Identity Applications Management
Governance &
Administration

Zéro Trust appliqué aux identités : de la
surveillance a I'observabilité

e Découvrir les identités et les acces en temps
réel

VUE CLAIRE &
PRIORISEE DES RISQUES

e Corréler, consolider et analyser

* Prioriser et remédier

1. Alertes Critiques
2. Anomalies Majeures
3. Actions Recommandées
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3 Personas, 3 Déefis
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Mise en situation pour 3 personas

RSSI Admin Systeme Auditeur IT
Vision stratégique Opérations quotidiennes Evaluation indépendante
Gestion des risques Maintenance Contréle interne
Conformité reéglementaire Cybersécurité opérationnelle Conformité des processus
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@ LES défiS du RSSI : Ses cauchemars ?

De Ia d ) ) R Les signaux faibles :
e la donnee au risque maitrise  un acces anodin,

* un droit oublié,
e un cumul non détecté.

e ————c).
"o :
. :
Le RSSI De Des tableaux de bord
’ o o, # = d’alertes et des listes
Ia reaCtl\"te = ¥ d’exceptions interminables.
\ S - (
ala \, | .
o eog # = 3 " = Passer de “j’espére que
p roa Ct |V|te = | ‘ )\ nous sommes protégés” a

\ “je sais ou sont mes risques
\ et je les maitrise.”

nnnnnnnn
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l

Le RSSI — De
la réactivité
ala
proactivité
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ldentity Sources Count by Department

: Workday 347 (44.8%) # Finance 135 -11.2%

775 ® MANUALLY CREATED 255 (32.9%) e IT 60 +71% 7
Workforce
lceHRMS 163 (213¢)

# Healthcare & 0%

Findings

2| Deprovision Access for 31 Inactive Workforce Users

2| Review 1Active Workforce Users with Inactive Managers

2| Rewview 0 Inactive certifiers found in Access Reviews

2| Mitigate or Remediate open SoD Violations for 18 Workforce users

2| Rewiew 771 users not certified for more than 3 months
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o Sam Taylor 7 1 7 111

Financial Manager

[£) summary 2 Access Access Comparison [ Timeline

.
Search by application, account, entitiemnent, ete. (::I Expand All =] Past1 Year Tl Sort « =7 Filter .
02 Sept 2025 I
Access Added Out-0f Band Access
Application Access Type
Sav4SavREST Account(1),Entitlement(1)
18 Aug 2025 AN
S0 Critical 5¥S
Access Added & Critical Dut-Of Band
Access
App ion Aocess Type
Microsoft EntralD Account(1), Entitlement(3)
29 Jul 2025 A
Access Added Out-0Ff Band Access
Application Access Type
Sav4SavREST Account(1),Entitlement(1)
24 Jul 2025 A
Access Added
Application Access Type
SAP Accounts(1), Entitlements(1)

@ Access Removed

ype

Accounts(1), Entitlements(1)

Identity Days 2025



iiiiIDENTITY DAYS

21 octobre 2025 - PARIS

Identities
& Al 5, Workforce External % Non-Human
Summary
& Machines
1.9K 289
Non-Human
ldeniiiies %
Search
MAME ..

arm:aws:iam:661222060851:user/ra...
661222050851

am:aws:iam:=961034539803:user/w..

9610345 03

arn:aws:iam:961034539803:user/ K.

261034539

am:aws:iam:-9461034539803:user/lo..

261024529803

function_for_layars
661222050851

Lambda_TagEC2Iinstances
661222050851

CFTemplateFnc
6461222050851

Containar-imagas-Vulnarabilitias-s._.
661222050851

(2] Accounts

657

TYPE -

Account
Account
Account
Account
Maching
Maching
Machina

Machine

%] Credentials

969

0%

HATIVE TYPE -

AWS IAM User

AWS 1AM User

AWS 1AM User

AWS IAM User

AWS Lambda Function

AWS Lambda Function

AWS Lambda Function

AWS Lambda Function

OWMNERS -

Cathy Compliance

Risks

7 Filter -

Critical

Mo eritical,
wary to gl

0%

LAST USED -~

[£] Ssummary () Risks

[@ Timeline

Insights Summary

2 High, 1 Medium Risks

Level of Accass: -

Asset Information

arn:aws:iam::661222050851:.user/rahul.sharma@saviynt.com

[AIDAZT4TH

Account

Native Type
AWS |AM Usar

Application

aWs 6561222060851

Bgs

Ownership

CC Cathy Compliance

Relationships

Credentials
AKIAZTATHZORACKTSNGW
AKIAZTATHZOR3FIIZF2C

aws stiam::661222050851:user/rahul.sharma@saviynt.com
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aws  arm:aws:iam::66122205085%:user/rahul.sharma@saviynt.com i

Identities

£ summary () Risks [ Timeline
& Al 2 Workforce External £ Non-Human —

7 High
Summary Risks . e X
Machine Account Not Periodically Reviewed
©  Machines _1] Accounts _\] Cradentials Critical A machine account not reviewed periodically in that past 20 days.
OWASP: Improper Offboarding MITRE: Improper Control of a Resource Lifetime
e 289 657 969
_ wiary to gal L
i /2% A 30Day ‘5% A 30Days 0% 30 Day: oAl e ..
ldenfilies 0% 30Da Review the machine account activities and reassess Least Privilege.
3 High
IAM Users with Misconfigured Permissions.
|AM Users with misconfigured access like [Service].* creatas security risks like granting excessive access, lateral
Search 7 Filter - movement, account takeover.
OWASP: Owverprivileged NHI
NAME .. TYPE - NATIVE TYPE - OWMERS .- LAST USED - Remadiation
Review the |AM users & ensure that your permission are provisioned based on Least Privilege Principle.
am:aws:iam=66122205085%user/ra..
et 441259050851 f Account AWS IAM User Cathy Compliance -
OlLL Ll 5
(‘O Medium )
[iam:961034539803: - h g
L m e Account AWS |AM User - )
AWS IAM Users with both Password and Access Keys.
Human use of NHI introduces sacurity risks like granting excessiva access, poor tracking of actions, confusion
aws ST AWS IAM Usar _ betwean human and automated activities, and aasier cover for attackers to hide thair moves.
OWASP: Human Use of NHI
aWs
— Account AWS IAM User - Remaediation

Review the |AM users & ensure that your existing |1AM users are either being used for AP| access or for console
R et E frse e access in order to reduce the risk of unautherized access in case their credentials (access keys or passwords) are

T 641222050851 Machina AWS Lambda Function . compromisad.

aw Lambda_TagEC2Instances _ -
k] v 2:5" _9_1 n Machine AWS Lambda Function -
OlLL U008

aw CFTemplateF
aws 612 ;F,.I;N -—I'1Il: Machina AWS Lambda Function -
O1LL 200085

qws Container-lmages-Vulnerabilities-s._. 3 :
— R Machina AWS Lambda Function -
641222050851
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Posture Insights

Dormant Accounts Standing Elevated Access (Last 30 Days) Top Requested Entitlements Without Descriptions

6 o ENTITLEMENT & APP # OF REQUESTS

e el ot RTR_GL_JOURNAL _IMPORT_RESP
+57.4% - D o —HEORS 22

& OracleEBS

Last 30 days
Accounts Receivable Analyst (Accounts_Rece.. 13

w wWorkday

Active Users with Inactive Managers (Last 30 Days)

1 0% Manage —
20 Days + nactive Mangers \ctive Users - Accounts Payable Analyst (Accounts_Payable.. 13

1 Accounts

INACTIVITY

w Workday

120 Days +
1 Accounts CN=IT-Governance and Compliance,0U=Group.- 9

B ActiveDirectory

Out-of-Band Access (Last 30 Days)

Owver & months
3 Accounts Accounts 252K +3.3%

CN=ADUC,0U=Groups,0U=GlobalDemo,DC=cor.. 6

B ActiveDirectory

Owver @ months ® Applications 32 3%
&9 Accounts

Duplicate Identities Orphan Accounts Inactive Roles with Active Active Users Missing Birthright Assignments
Assignments

41 43.6K 1 29

Last 30 days 0% Last ys +26.1% 7 (Last 30 Days)
Terminated Users with Active Access

31

+47.6% 7 (Last 30 Days)
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View your highest risks across

your organ'\zation

Top Risks

Top Risks by Category

Applications Workloads

Salesforce 332 Quarterly Financial Rec...

e R ——
Workday 294 PROD-WEB-AWS

gcp-demoserver

Concur 8 S'\i!.qff unix-machine

| —
cloudpam-win

Twilio 55 stage-win-USeast

Asana ¢ AWS-Win-AP2

Hubspot 14C gcp-demoserver-4

Active Directory

1.332

192

21 octobre 2025 - PARIS

Identities

Workforce
External
Privileged

Critical Apps Users
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Admin Sécurité — de l'incident a la maitrise

Problématique

 Qui est cet utilisateur ?

A\ ALERTE DE SECURITE CRITIQUE

 Quel est le périmetre des dégats potentiels ?

Activité suspecte détectée sur le compte de ‘User-X’

Location IP 192.168.1.10

* Est-ce qu’il a des droits d’administration ?

 Quels sont ses droits effectifs sur tous les
systemes / applications ?

Identity Days 2025
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Admin Sécurité

De I'incident a la
maitrise
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Risk Detection Workforce 124 65 18 o
Risky Users (35) Account Entitlements Asset

=2 admin trdusd

X

1at
@ phoenix_b_US sl_permanent_crud i-00a29f823485180b4
Phoenix Baker aws  phoenixBaker_124 AWSReservedSSO_SecurityAudit_a3b3 0345f0f01d3fc5401
T i
| ) aws ;)hxvtv)(,kerFU AWSReservedSSO_RDSAdmIin655a cpam-es-migration-bucket
e
aker_corp1 AdministratorAccess RN 0345f0f01d3fc54c1
< : SAP pbaker_corp Ti] 3fcs
=
0 pbaker_corp1 NetworkAdministrator sessionrecording
1 )
-
AWSReservedSSO_PowerUserAccess. i-0391cd920e0197a12
.
-

DatabaseAdministrator 13rd4ub4 _17f
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Access Added >4
Activity of Sam Taylor

o Sam Taylor

i Financial Manager [£) Summary [ Relevant Activities
Event Attributes
S > A Access Compari [ Timeline Fvent Source
[E) Summary & Access b Access Comparison [ out Of Band
& Event Time
. 23 Jul 2025 01:21 AM
Search by application, account, entitiement, ete. () Expand All £ Past 1Year 1. Sort «
Out of Band Access (1)
7 Filter ~~
@ ActiveDirectory | Application &
23 Jul 2025
Active Directory for windows domain administration
SOX Critical, SYS
Access Added & Critical,Out-0f Band staylorl CEEmaL
Access
Application Access Type CN=Finance-Accounting and
ActiveDirectory Account(1).Entitlement(1) Operations,0U=Groups,0U=Glob
Entitl t
alDemo,DC=corpAD,DC=saviynt, "
S0X Critical. SYS DC=com
Access Added & Critical,0ut-0f Band
Access
. ) Accounting and Operations Access for Finance
Application Access Type Department
ActiveDirectory Account(1).Entitlement(1) P

SOX Critical,5YS
Access Added Critical,0ut-Of Band
Access

Application Access Type

ActiveDirectory Account(1),Entitlement(1)

Access Added Out-0f Band Access
Annliratinn Arrace Tune

Identity Days 2025
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= SBV-FlN-OZ >

User

SRV-FIN-02 X
=)

Search & & @ @ @ N CrowdStrike Y High EC2

) Summary (D) Risks [@ Timeline

Description

Production environment for the ACME WebApp [}

nt Type

_® Machine
=)
Resource Type
1) (2 EC2
&)
0 aws  SRV-FIN-02

= 5 5 D =

CostCenter:1234 Env:Prod PCl:Yes Pll:Yes

SRV-FIN-02 —
e o :
Ownership
+9
Daniel Davis EC  Ethan Caldwell
@ Frank Marquez ER  Ethan Richardson
BV  Brian Vogleman +4  ViewAll
Legend: Focused Connected Disconnected Risky

Ammnnn Cudidlavannda

Identity Days 2025
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L'Auditeur - De la frustration a la preuve

Le défi de 'Auditeur
Des preuves manuelles, dispersées
et incompletes

Identity Days 2025
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Campaigns 360 Campaigns Expiring Soon Revacation Effectiven

10

L'Auditeur -
De la
frustration a
la preuve

ili IDENTITY DAYS

o Captot
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Custom Insights

At Accmunts by Endport it o o ctive Aot by Endpot

I@M [ —_——— Dty Boquest Vokam Over Past 30 Doya Cortifcation Matrcs by Cartifer

ol i B

21 octobre 2025 - PARIS
Usars with Host inactivn Accounts High Risk Entitiaments by sk Scare ‘S4P Roquest Aspravals s Rejections

Top 5 managers with the most reporters I I I

Identity Days 2025
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Campaigns 360 Campaigns Expiring Soon Revocation Effectiveness

9

Median revoke tasks per campa an

10

644 Affected Certifications

Campaigns CURRENT REVOCATIONS (ALL CAMPAIGNS)
Last 1 Year

TIME UNTIL EXPIRATION .

3 Days

1 Campaigns 34 Revoke Tasks

STATUS
| Others 1Week Completed 971%

558 Certifications 1 Campaigns 33 Revokes

Incomplete 2 Weeks Failed 2.9%

59 Certifications 0 Campaigns 1 Revokes

Complete 1Month Processing 0%

27 Certifications & Campaigns D Revokes

Expired
O Certifications

Certification Snapshot

25

Completed campaigns

Certified

Revokes

Undecided

Approved recently but revoked

Granted via birthright but revoked

Identity Days 2025



Campaigns 360

This table updates every 24 hours.

Incomplete

complete [

Campaign Status

CAMPAIGN TYPES

All Campaigns

-
User Manager

644 Service Account
Campaigns

Role Owner

Organization Owner

7 Campaign Created Date .

7 Campaign Type - 7 Campaign -

To Do

pone [

Certification Status

610 Entitlement Owner
8 Application Owner
2 Self Certification
1 e

Clear

certified [

Revoked = Via Task ===

Outcome

CERTIFICATION SCOPE

e Fy 763 Entitlements
6

E 656 Certifications
2

) 197 Applications

Complete =
Failed ===

663 Accounts

#% 267 Userbase

=2, B7 Certifiers

Access Regained =

Identity Days 2025
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@ SaviCopilot B X

<chart>

The bar chart above visualizes the distribution of direct reports across the top 5
Top 5 managers with the most reportees & B & » managers, making it easy to compare their team sizes.

< View Chart
(=2 ||

addd the manager departement name as a colum

450.0-
2000 - Here are the top 5 managers with their departments and number of direct
) reports:
<data>
350.0- <chart>
The bar chart shows the distribution of direct reports across these managers,
300.0- with their department affiliations now included in the results.
(]
< View Chart
250.0-
&
® Top 5 managers with the most reportees
§ 2000-
E 164 =
=z (i) . ) .
150.0- = Here are the top 5 managers with the highest number of direct reports:
<data>
100.0- <chart>
78
The bar chart above visualizes the distribution of direct reports across the top 5
500 managers, making it easy to compare their team sizes.
20 < View Chart
admin pparkeﬂ margar... gkriste... - ’
Manager Name
What can | help you with?
vb/identityMatchAndMerge/home Savi is always learning new things. Results may vary.
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Custom Insights

Active Accounts by Endpoint

Distribution of Inactive Users by Endpoint

Users with Most Inactive Accounts

Distribution of Active Service Accounts by Application

Daily Request Volume Over Past 30 Days

5 -

High Risk Entitlements by Risk Score

21 octobre 2025 - PARIS

Active Accounts by Endpoint

Certification Metrics by Certifier

SAP Request Approvals vs Rejections
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La Plateforme Convergée
Saviynt
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THE IDENTITY CLOUD

— SECURITY

gl

Identity Security
Posture Management

External Identity
Management

Application Access
Governance

| Developer Community

ik E)
RE
& . = 4 il
Copilot Identity Governance @ Privileged Access , Marketplace
- \\& Administration Management v
Internal /Q\ _ ,_ (@ Intelligent , . Identity
i . chatops ln;egration Recommendations A Sources
External RO COMPREHENSIVE o - s ) Identity
; \ nverg nence ‘ c A P ABI lITIES reamiin ensIDIll ’ Targets
Machine  T&% ; @ | Technology
" Security & Privacy Al/ML-Driven Intelligence Cloud Tenant Isolation “ Platforms
SECURE SCALABLE CLOUD @ ) Security
Platforms
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O

Découvrir et
inventorier

I'ensemble des
identités
(humaines et
non humaines)
et des
ressources

Améliorer
I'hygiéne des
données pour

renforcer
I'efficacité des
controles de
gouvernance.

Permettre aux
utilisateurs
métiers un acces
en Self-Service
aux données

d’identités grace
allA

21 octobre 2025 - PARIS

Réduire les
anomalies
remontées par

les audits en
améliorant la
préparation et
la collecte des
preuves
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