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Comment les attaques Active Directory
se produisent-elles dans la *vraie* vie ?
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Comment se déroule une attaque par ransomware
Ransomware’s classic sequence
s

WWW
N N
Mail infecté ?
8en oW, J'A 4 | P |
TONTE... WWW |
‘t'j; \4

b e
Lo ‘ Page Web infectée =)y \ _P\

’6

Clé USB infectée ~ ™\ e
/Le remier code ) Il vole localement Il utilise | latéral
maFI)veiIIant infecte un fdentifiant, le mot de I’ Ttl ISE'E ) 't.:lnouv'eT‘ent o it ir
. passe, le hachage du mot de é e.:v?tlon e privileges pour o tenirla
ordinateur Dasse maitrise complete du domaine AD
Logiciel infecté Il désactive 'AV/EDR Il effectue une Un troisiéme code malveillant est
{éi\; inili::sc A(\EI(;EdDeRfaeltD;e reconnaissance Active téléchargé
B ) Directory (AD) —>Les sauvegardes sont détruites
faux journaux
E Il télécharge le Il Recherche les chemins —>Des portes dérobées sont créées
A N g d’attaque utilisant des CVE . .
ccess Gateway / RDP deuxieme code oU des erreurs de —La charge utile de chiffrement est
malveillant . . déployée sur toutes les machines
configuration AD
\ AN AN J
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Comment les attaques Active Directory se produisent dans la vie réelle
Exemple de chemin d’attaque utilisant des CVE et des erreurs de configuration AD

P s Permissions d’'objets
7 racines permettant
s I'attaque DCSync
\

Compte privilégié / \
\ exécutant des
< services Kerberos

CVE-2021-22986

FS BIG-IP OS Windows \
obsoléte \

Contréleurs de

Attribut domaine gérés par
SIDHistory des utilisateurs
dangereux sur le illégitimes CVE-2020-1472
compte Windows DC with
ZerolLogon
MS17-010
(SMB exploit) CVE-2016-1525

Windows Windows server with

Netgear Pro NMS 300
Mouvement latéral et Prise de contréle . 0
Primo-infection I o . AD Backdooring !
élévation de privileges du domaine 1
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Qu’est-ce qu'une Backdoor
(porte dérobée) AD ?
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Qu’est-ce qu’une Backdoor (porte dérobée) AD ?
Définition P N
A backdoor is a typically covert method of bypassing normal authentication or encryption in N Ot re d éfi n itiOn d a nS Ie

a computer, product, embedded device (e.g. a home router), or its embodiment (e.g. part of a

’ [ ] [ ] .
cryptosystem, algorithm, chipset, or even a "homunculus computer" —a tiny computer-within- ContEXte de I ACtIve DIrECtory ¢
a-computer such as that found in Intel's AMT technology).['l2] Backdoors are most often . = A

puter su ) e me « Apres une prise de controle
used for securing remote access to a computer, or obtaining access to plaintext in

cryptographic systems. From there it may be used to gain access to privileged information total d’u n doma i ne u n moyen
’

like passwords, corrupt or delete data on hard drives, or transfer information within

autoschediastic networks. 8 d e reven i r pl us ta rd ces N )

A backdoor may take the form of a hidden part of a program,[3! a separate program (e.g.
Back Orifice may subvert the system through a rootkit), code in the firmware of the
hardware,!4! or parts of an operating system such as Windows.®!lll/] Trojan horses can be
used to create vulnerabilities in a device. A Trojan horse may appear to be an entirely
legitimate program, but when executed, it triggers an activity that may install a backdoor.(8!
Although some are secretly installed, other backdoors are deliberate and widely known.
These kinds of backdoors have "legitimate" uses such as providing the manufacturer with a
way to restore user passwords.

Many systems that store information within the cloud fail to create accurate security
measures. If many systems are connected within the cloud, hackers can gain access to all

other platforms through the most vulnerable system.[°]

Source: https://en.wikipedia.org/wiki/Backdoor (computing)
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AD est KO. D’accord, mais quelle est la prochaine étape ?
La question de |a pilule rouge contre la pilule bleue

« Tu prends la pilule 5 a « Tu prends la pilule

rouge... tu restes au pays 1% 7 ¢ bleue... Uhistoire se
des merveilles, et je te A ' termine, tu te réveilles
montre jusqu’ou va le ) i dans ton lit et croit ce

terrier du lapin “ L i ( (EON que tu veux croire »

> Réinstallation Active 7 i 8 N AV A > La chasse aux
Directory ' B &R portes dérobées AD
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Techniques de backdooring AD
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SIDhistory

attribute
manipulation
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AD backdooring techniques - SIDhistory attribute manipulation
Understand the concept

Domain A Domain B

[

ACE / S-1-5-21-971854990-4143533025-234257201-2078

O User object migration _ O

userPrincipalName | userx@domainA.priv userPrincipalName userx@domainB.priv
SID S-1-5-21-971854990-4143533025-234257201-2078 SID S-1-5-22-238747360-3847846620-347463388-1761
SIDhistory SIDhistory S-1-5-21-971854990-4143533025-234257201-2078

SIDhistory attribute can host multiple values !
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AD backdooring techniques - SIDhistory attribute manipulation
Understand the concept

HAL 9000 Properties ? >

ublished Cerdificates  Member Of  Password Replication  Dialin ~ Ohject

Security Environment Sessions Remote control
General Address Accourt Profile Telephones Organization
Remote Desktop Services Profile COM+ Attribute Editor
Atrbut Multi-valued Octet String Editor >
ributes: L o]
_ -y | Comment le modifier ?

Atribute Value L] Attribute: s|DHistony

s|DHistory 5-1-5-21-971354590-4143533025-23425720 Values: . .

n 3000 ' ® Module VB.Net SidHist
st <not set> 5-1-5-21-571854590-4143533025-234257201-500 Add

street <not set= . .

ot Address ot et Remove ®* ADMT / All migration tools
subRefs <not set> -

supplementalCredent!... <not set Edit Y SI DCIO ner -

systemFlags <naot et

telephone Number <ot set> https://github.com/GreyCorbel/SIDCloner
teletex Terminal ldentfier <not set>

telexMumber <naot et °

teminal Server <naot et D CS h d d oW

textEncodedORAddr...  <not set>
t{humbnaiILoqn <not set . R4 ® Etc .

Edit Fitter < *
Ok Cancel
QK Cancel Apphy Help

Identity Days 2025
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AD backdooring techniques - SIDhistory attribute manipulation
Understand the concept

O T

‘F‘ublished Ceficates  Member Of  Password Replication  Dialin  Object

Security Environment Sessions Remote control
General Address Account Profile Telephones Organization
Remote Desktop Services Profile COM= Aitribute Editor
At Multi-valued Octet String Editor >
ributes: )/ ?
Attrbute Value L] Attribute: s|DHistory C eSt d a n ge re u X ‘
s|DHistory 5-1-5-21-9718549590-4143533025- 23425720 Values: L,
n 9000 ' ® Pas limité aux SID externes !
at enot sets 5-1-5-21-571854990-4143533025-234257201-500 Add
troct Address ot et Dot il S0 Remove ® Pas limité aux SID utilisateurs !
subRefs <nat et « local » User SID Edit
| ntalCredent... ot set> H H A
SUpPEMENIEIEAE... ot s ® En fait... Pas limité du tout !
systemFlags <not set>
telephoneMumber <not st
teletex Terminalldentfier <not set>
telexMumber <not set>
terminal Server <not set>
teatEncodedORAddr...  «not set>
thumbnailLogo <not set R4
£ >
Edit Fitter < *
QK Cancel
QK Cancel Apphy Help
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AD backdooring techniques - SIDhistory attribute manipulation
Process example with DCadmin

mmc.exe (38536) Properties — O x
1™ Process Hacker [tools-vmialsid]+ — O >
Hacker View Tools Users Help Environment Handles Job SPU Disk and Metwork Comment
% Refresh {3 Options | #8 Find handles or DLLs  24* System information | O&E X Search Processes (Ctrl+K) jel General Statistics Performance Threads Token Modules Memory \
PI‘DCESSES Sen;ices Neﬁtwork []15}{ ——————————————————————————1 .‘
: — ' ser: ALSID'hal. 9000 I hal.9000
MName PID  CPU |/Ototal.. Privateb.. User name Description | 1 \
> [ System Idle Process 0 56kB NT AUTHORITVASYSTEN, UEEF—_SI—D SRR S A T, 3‘—':'_‘5'331_25—:'r2—_':I Li¥)
@ Reglstry 104 002 92 kB/s 183 MB  NT AUTHORITV\SYSTEN Session: 2 ElEVatEd: NII'I.‘!\ l'.'I|rt|.||3||2E|j: Mo
[2=] esrss.exe 516 22MB  NT AUTHORITV\SYSTEN  Client Server Runtime Process App container SID: M/A
> [] wininit.exe 592 143MB  NT AUTHORITWSYSTEN  Windows Start-Up Application -~
[2=] esrss.exe 600 1.61 MBE  NT AUTHORITV\SYSTEM  Client Server Runtirne Process Name Flags -
> [n7] winlogon.exe 656 211MB  NT AUTHORITWSYSTEN  Windows Legon Application i' #TLS-IDTdE%F 1 Mandatory (defauit enabled)
;_3 GoogleCrashHandler.exe 1940 1.62 MB  NT AUTHORITWSYSTEN  Google Crash Handler ALSID \Damain Users Mandatory (default enabled)
'Ly GoogleCrashHandler6d.exe 1860 168 MB  NT AUTHORITWSYSTEN  Google Crash Handler thenticati thori d ident d defaul bled
[ esrss.exe 72 003 289MB  NT AUTHORTVASYSTEN Client Server Runtime Process e Mandatory (defauit enabled)
v 1] winlogon.exe 764 234MB  NT AUTHORITV\SYSTEM Windows Logon Application BUILTINUsers Mandatory (default enabled)
[ fontdrvhost.exe 1632 453 MB  Font Driver Host\UMFD-  Usermode Font Driver Host Everyone Mandatory {default enabled)
[] dwm.exe 432 049 2398 MB  Window Man. \DWM-2  Desktop Window Manager LOCAL Mandatory (default enabled)
> explorer.exe 4968  0.06 4443 ME  tools-vmialsid Windows Explorer CER (R LY S - : ! =
=5 IcT.exe 6784 022 1.8kB/s 209.18 ME tools-vm\alsid A o
%8 ProcessHacker.exe 6628 0.27 30.89 MB tools-vm\alsid Process Hacker Mame Status Description
me.exe 3836 6.11MB  ALSID\hal.5000 Microseft Management Cons... SeChangeMotifyPrivilege Default Enabled Bypass traverse checking
SelncreaseWorkingSetPriviege Disabled Increase a process worki. ..
) o s \ . )
L'utilisateur hal.9000 héberge une valeur SID a partir d’un
’ . . . . .
compte d’administrateur de domaine (alias dcadmin) dans
’ . .
I"attribut SIDhistory
VO us p ouvez ét re DO ma | n Ad m | N sans ét re To view capabilities, daims and other attrbutes, dick Advanced.
Integrity Advanced
membre du groupe « Domain Admins »!
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AD backdooring techniques - SIDhistory attribute manipulation
Process example with DCadmin

1% Process Hacker [ALSID\dcadmin]+ e O X & mmc.exe (5516) Properties — O
Hacker View Tools Users Help _ d b _ J &
%% Refresh &7 Options [} Find handles or DLLs 2% System information [~ () 3¢ Search Processes (Ctrl+K) A Sonmen it L il iscand ¥ SNIIER
- - General  Statistics  Performance  Threads  Token  Modules ~ Memory
Processes Services Network Disk = e e e E N .
Name PID  CPU I/O total r... Private byt... User name Description User: ALSID\sylvain.cortes 1 ® itk Sylva IN.CO rtes
> ® System Idle Process 0 56 kB NT AUTHORITY\SYSTEM I_User SID:  S$-1-5-21-971854990-4143533025- 234257201 2087 | \
# Registry 104 1.09 MB NT AUTHORITY\SYSTEM Session: 2 Elevated: Yes . Virtualized: Not allowed A\ user
B csrss.exe 544 2.31 MB NT AUTHORITY\SYSTEM Client Server Runtime Process App container SID:  N/A "
> § wininit.exe 620 1.49 MB NT AUTHORITY\SYSTEM Windows Start-Up Application =
B csrssexe 628 1.7 MB NT AUTHORITY\SYSTEM ~ Client Server Runtime Process ":f;‘;g OO " :::3;: S
> ¥ winlogon.exe 692 2.42 MB NT AUTHORITY\SYSTEM Windows Logon Application Aben SRSHON P | oryw( ef o enal ):
v E¥ powershell.exe 4920 72.31 MB NT AUTHORITYASYSTEM Windows PowerShell lD\Enterpnsew Adrn“;s- A Mandatory (default enabled) i
Wl conhost.exe 4264  0.01 6.46 MB NT AUTHORITY\SYSTEM Console Window Host UtRentcaton aUthorty asserted dentty . - Mandatory (qerault enabled)
‘B csrss.exe 2216 0.02 2.75 MB NT AUTHORITY\SYSTEM Client Server Runtime Process BUILTIN\Administrators ] ) -
v B winlogon.exe 5228 3.2 MB NT AUTHORITYASYSTEM Windows Logon Application BUILTIN\Pre-Windows 2000 Compatible Access Enterprise Admins Properties ? X
W fontdrvhost.exe 4300 5.11 MB Font Driver Host\UMFD-2 Usermode Font Driver Host BUILTIN\Users
‘W dwm.exe 2104 1.85 44,82 MB Window Manager\DWM-. Desktop Window Manager Everyone Object Security Attribute Editor
‘?Goog'eCfashHandle".e'Xe 2972 1.61 MB NT AUTHORITY\SYSTEM Google Crash Handler Name Statd General Members Member Of Managed E:"
L )GoogleCrashHandler64.exe 9144 1.68 MB NT AUTHORITY\SVSTEM G@h Crash Handler SeBackupPrivilege pisat]
@ mmc.exe 6080 61.31 MB ALSID\dcadmin Microsoft Management Console SeChangeNotifyPrivilege Defa Members:
3 “ ProcessHacr. 2920 235 3633 MB ALSID\dcadmin Process Hacker SeCreateGlobalPrivilege Defad Name Active Directory Domain Services Fold
" SeCreatePagefilePrivilege Di:
SeCreateSymbolicLinkPrivilege Disa b ¥ dcadmin alsid comp/Users
SeDebugPrivilege Disal 2, GhostinTheShell alsid.comp/CORP
SeDelegateSessionUserImpersonatePrivilege Disal 3_3 root alsid.comp/CORP
SeEnableDelegationPrivilege Disa
.re . ﬂ SelmpersonatePrivilege Defa
Utilisateur Sylvain.Cortes avec valeur S-1-5-21- SelcreaseBsePrortyPrviege O
9 1 8 4990 41 43 3302 2342 201 1 9 ( . To view capabilities, claims and other attributes, cli

Admins group) dans l'attribut SIDhistory

mmmm) |\ajs... Sylvain.Cortes n’est pas dans
. . — £ >
le groupe Enterprise Admins !

Add... Remaove
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AD backdooring techniques - SIDhistory attribute manipulation
How to check

° o ? 1 SuserinfoFile = New-Item -type file -force "C:\_data\UserInfo.txt"
Comment Ve rlfler 2 "SamAccountName tSIDHistory™ | Out-File SuUserInforFile -encoding ASCII
° 3 $objFilter = "(&(objectCategory=User) (sidHistory="})"
4  %objSearch = New-Object System.DirectoryServices.DirectorySearcher
5  jobjsearch.pPagesize = 15000
H H 6 Sobjsearch.Filter = 30bjFilter
e SearCh SlDHIStOI‘y PS SC”pt by Sa nthOSh ﬁ 7  %objsearch.searchRoot = "LDAP://dc=alsid, dc=corp”
- 8 3allobj = Sobjsearch.Findall1Q)
. . 9  foreach (%0bj in 3a170b3)
Sivarajan — 10 = T
. . 11 $objItemT = 30bj.Properties
https://santhoshsivarajan.wordpress.com/2010/12/1 1 Stsan - SobjItem. samaccountname
- int- - ive-di - - 14 $objpath = $obj.path
2/powershell-script-search-active-directory-and . Sobjpathi_ (o3t Sobpach ]
. . 16 $objectsiD = [byte[ objpathl.sidhistory.value

generate‘5|dh|5torV'rep0rt/ 17 $sidHist = new-object System.Security.Principal.securityIdentifier Sobjectsip,0
18 write-host $sidHist
19 "$rsam tisidHist" | out-File SuserinforFile -encoding ASCIT -append

. 20
® LDAP query (LEX is the best!) 21 )

* AD securi ty tools http://www.sivarajan.com/scripts/Search_SidHistory.txt

® FEtc. | Userlnfo.bt - Notepad

File Edit Format View Help
Eamﬂccuuntmame 5IDHistory
hal.9808 5-1-5-21-971854990-4143533825-234257201-580

https://www.ldapexplorer.com/index.htm
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AD backdooring techniques — "Managed by " attribute manipulation
Understand the concept

Domain Admins Properties ? K
— . = s ”M-a.naged B,y’j est. un attribut « spécifique » congu pour
General Members MemberOf | _ ManagedBy | faciliter la délégation
Name: |
Change..  Properties Clear Sur un objet de type groupe, cet attribut comporte des
EE:EE:E{CEE{E@E] options « avancées » — Certaines de ces options « avancées »
Offies | sont héritées de la premiere version d’Exchange Server, qui
Sreet était (rappel) le premier véritable répertoire de I'histoire des
produits Microsoft
City:

State/province:

Country/region:

Telephone number:

Fax number:

Cancel Apply Help

Identity Days 2025
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AD backdooring techniques — "Managed by " attribute manipulation
Step-by-step example

Domain Admins Properties ? X Domain Admins Properties ? X

General Members Member Of Managed By »  General Members Member Of EManaged By 1
e = o o o o o o e e e — g Y keyser.soze
Name: | ‘ | Name: alsid.corp/Alsid/Keyser Soze | 4 ¥
_______________________ /4 : user

Change... Properties Clear Properties Clear

Object Security Attribute Editor 0 Object Security Attribute Editor

Office: Office:

Street | Steet Premiére option : créer
un compte utilisateur

iy - (ici Keyser Soze) et

Statelprovince: —— cocher la case « Le

Countrylregion: Countrylregion: gestionnaire peut

Telephone number:

Fax number:

Telephone number:

Fax number:

Help

mettre a jour la liste
des membres »

Identity Days 2025
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AD backdooring techniques — "Managed by " attribute manipulation

Step-by-step example

Domain Admins Properties ? X A 1s Propertie Deuxieme Optlon : DEfInIr
le compte utilisateur
Object Security Attribute Editor Object Security Attripute Editer. . » )
General Members Member Of Managed By General Members Member Of I Managed By | Ano nymous Logo N
Name: | i SRR Seeimy e e | (domain.priv/Configuration/W
Change... Properties Clear Change Properties Clear EIIKnOWH SeCUf'Ity
| mem o H Principals/Anonymous Logon)
Manager can update membership list I & Manager can update membership list :
e e et cocher la case « Le
Street: ' Street: Manager peut mettre é jour
Select User, Contact, or Group x Ia I iste d es mem b res »
Select this object type:
User, Group, or Built-in security principal Object Types... .
City: From thi location Rappel : Louverture de session
State/provines: e roctens: anonyme dans Active Directory
Enter the object name to select (examples): . Ve N ope
Countrylregion: ANONYHOUS LOGON] Check Names fait référence a un utilisateur
ou a un ordinateur accédant a
Telephone number: Advanced... Cancel deS ressources sans fournir
Fax number: Fax number: d’informations d’identification
d’authentification
Cancel Apply Help OK Cancel Apply Help

Identity Days 2025
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AD backdooring techniques — "Managed by " attribute manipulation
Step-by-step example

Country/region:

Telephone number:

Fax number:

Domain Admins Properties ? pd
Object Security Attribute Editor
General Members mber Of Managed By
Name: I r———————————————l——————
I Permission Entry for Domain Admins |
Cha"ge... S S S S S S S e e e ol
]
Manager caf |
| princinal o
Office: : Principal: ~ Everyone Select a principal
Street: : Type: Deny
:
: Applies to:  This object only
e
City: T
. . ’ \
State/provinoe: Refuser I'acces en

lecture pour 'attribut
“Managed by” pour
« Tout le monde »

Cancel Apply Help

Permission Entry for Domain Admins

Properties:
[]Read all properties
[] Write all properties
[]Read phone and mail options
[[] Write phone and mail options
[] Read Description
[[] Write Description
[]Read gidNumber
[] Write gidNumber
[]Read Group name (pre-Windows 2000)
[] Write Group name (pre-Windows 2000)
[[]Read groupAttributes
[] Write groupAttributes
[] Read groupType
[] Write groupType
[]Read isRecycled
[[] Write isRecycled
[]Read labeledURI
[[] Write labeledURI

l N N . . - q
[“] Read Managed By |

L .
[[] Write Managed By
[ Read memberOf

[] Read Members

] Write msDS-NCReplinboundNeighbors
] Read msDS-NCReplOutboundNeighbors
] Write msDS-NCReplOutboundNeighbors
[1Read msDS-NC-RO-Replica-Locations-BL
[]1Read msDS-NcType

] Write msDS-NcType

] Read msDS-NonMembers

] Write msDS-NonMembers

[1Read msDS-NonMembersBL

] Read msDS-ObjectReferenceBL

[1Read msDS-ObjectSoa

[] Write msDS-ObjectSoa

[] Read msDS-OIDToGrouplinkBl

[] Read msDS-OperationsForAzRoleBL

[] Read msDS-OperationsForAzTaskBL

[] Read msDS-parentdistname

[] Write msDS-parentdistname

[] Read msDS-preferredDatalocation

[] Write msDS-preferredDatalocation

[] Read msDS-PrimaryComputer

[] Write msDS-PrimaryComputer

] Read msDS-PrincipalName

Identity Days
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AD backdooring techniques — "Managed by " attribute manipulation
Step-by-step example

kevez..so0ze Domain Admins Properties ? X
wu.
Object Security Attribute Editor
General Members Member Of Managed By
Retirer ensuite le compte _
‘K S ) d Members:
eYser O'ZG - gro’upe Name Active Directory Domain Services Folder
Domain Admins a_, Bruce Wayne  alsid.corp/Alsid

g-; dcadmin alsid.corp/Users

2, root alsid.corp/CORP

g; User WithSPNs  alsid.corp/CORP

S,
_ ) ) Désormais, parce que nous avions défini I'acces « Refuser
Domain Admins Properties ? X , .
la lecture » sur l'attribut « Managed by » pour « Tout le
Object Security Attribute Editor monde », les administrateurs systeme ou méme les
General Members Member Of Managed By administrateurs de domaine ne peuvent plus lire cet
Name. =1 | attribut et ne peuvent donc pas en vérifier la valeur !
' I ]
—————————————————————————————— ( ’
Change.. Properties e ) Lc c.ompte Keyser Soze” est .c-epend-ant
o toujours en mesure de modifier la liste des
Manager can update membership list , . .,
membres ‘Domain Admins’ !
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AD backdooring techniques — "Managed by " attribute manipulation
How to check

Comment verifier ?

®* ‘Deny’ ACE hunting is the way

¢ Etc.
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gPLink attribute to
perform Domain
Controllers future
dominance

Identity Days 2025



ilii IDENTITY DAYS 22 octobre 2025 - PARIS

AD backdooring techniques = gPLink attribute to perform Domain Controllers future dominance
Understand the concept

= Default Domain Controllers Policy
—

B . .
| Default Domain Policy STRATEGY
a— OFFICER

NEW DOMAIN

« Celui qui est maitre de la
stratégie est maitre du monde »

Identity Days 2025
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
Step-by-step example

Group Policy Objects in alsid.corp

Contents Delegation

Name | GPO Status WMI Filter
------- g i it
_J Défau|t Eb\iumain Controllers Policy : Enabled None
_'.T Dbjguh panxain Controllers Policy - Enabled None
_j Default Domain Policy Enabled None
=/ Tenable.ad Enabled None
_br Test New_Gpo_1 Enabled None
=[ TestGPO Enabled None

Copier/coller “Default Domain Controllers Policy” et renommer le nouvel objet de stratégie de groupe: “Defau [t
Domain Controllers Policy” (changer le “I” par “|”)

Identity Days 2025
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
Step-by-step example

I— ‘s

Ej ‘efau[t Dofhain Controllers Policy [DC-VM.ALSID.CORP] Policy
v %‘Comﬁler Configuration

Modifier la stratégie User Rights Assignment

Policy Policy Setting 1 .
_ S .., Access Credential Manager as a trusted caller Not Defined p O u r keys e r. S O Ze et a Ct I Ve r °
v =l P0| Icles .. Access this computer from the network Pre-Windows 2000 Compatible A..
1 L, Act as part of the operating system Not Defined
‘_‘ SOftware Settlngs ... Add workstations to domain Authenticated Users . A //O W Iog On /O Ca I/y
v { W| ndOWS Settl ng S _., Adjust memory quotas for a process Administrators NETWORK SERVI...
= - R Allow log on locally ENTERPRISE DOMAIN CONTROL.. .
~ Name ReSOIUnOn POI'cy :‘::::gh:: :\T;ir:::‘:e prtiop s ’S\‘:v:/zeg:ja(ors.ﬂatkup Operat.. A//OW Iog On th rough RemOte Des,(top
::~ Scri tS Sta rtu h utd own Bypass traverse checking Pre-Windows 2000 Compatible A~ .
e p ( p/S ) .« Change the system time Server Operators, Administrators,.. Servl Ces
4 De IO ed Prl nters i Change the time zone Not Defined
@ Deploy 9
— ., Create a pagefile Administrators
v B Security Settings .| Create a token object Not Defined [ ]
i Secutty Seltings; S e Debug programs
=i Account Policies . Create permanent shared objects Not Defined
v i Local Policies S i K ® Logon as a batch job
5 . . .« Deny access to this computer from the network Not Defined
; j Audit Pol Icy 1 Deny log on as a batch job Not Defined
= U Riohts Acs 4 Deny log on as a service Not Defined [ ] L H
g -aﬂ ser Rights 5'9nment Deny log on locally Not Defined Og on as a service

> j Security Options
) j Event Log

Allow log on locally

A Restricted Groups Secty Pollcy Seting  Explin keyse r.soze
g System Services ;ﬂé‘ Allow log on locally user
4 Registry
5 File System [v] Define these policy settings: Add User or GI’OUp

i;‘ Wired Network (IEEE 802.3) Policies i;::i:ri\st tgf;r:tors -
_| Windows Defender Firewall with Advanced Security Backup Operators _User and group names -~
_| Network List Manager Policies E?L%{;f:iimmm CONTROLLERS ALSID\keysersoze 4f” J Browse ...

> Gl Wireless Network (IEEE 802.11) Policies Server Operators =

_| Public Key Policies
_| Software Restriction Policies
_| Application Control Policies OK Cancel

g. IP Security Policies on Active Directory (ALSID.CORP)

_| Advanced Audit Policy Configuration

Add User or Group...
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
Step-by-step example

A

S
t - -
D(‘efau|t Do,nam Controllers Policy
S&pg_pétﬂﬂﬂ Settings Delegation Status
Domain: alsid.corp
Owner: Domain Admins (ALSID\Domain Admins)
Created: 10/25/2021 10:09:42 AM
Modified: 10/25/2021 10:10:34 AM
User version: 1 (AD), 0 (SYSVOL)
_ Vérifier et copier/coller I'identifiant unique
Computer version: 1(AD). 0 (SYSVOL) de “Defau|t Domain Controllers Policy” :
Unique ID: {CBDBEE31-29F9-411F-8D2A-EC4999BBA9SE) Immmmmmmmmmn) (CBDGEE31-29F9-411F-8D2A-EC4999BBAISE)
GPO Status: Enabled v Conservez cette valeur quelque part
Comment:
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
Step-by-step example

B 1 Modifier la Domain Controllers ACL et ajouter la permission “Write gPLink”
v 3 alsid.corp

= ' o e
5] Alsid au compte d’utilisateur « hacker » keyser.soze
. Builtin
2 Permission Entry for Domain Controllers
™| Computers S R R
..J CORP [[] Delete ipProtocol objects ["] Delete room objects
-
~ Do in Controll [[] Create ipService objects [[] Create Shared Folder objects
-‘J man sontiohers [[] Delete ipService objects ["] Delete Shared Folder objects
=1 i T TR
| For - [[] Create msCOM-Partition objects [[] Create User objects
. Domain Controllers Properties ? X
[[] Delete msCOM-Partition objects [[] Delete User objects
General Managed By Object Securty COM+ Attibute Editor [[] Create msCOM-PartitionSet objects [] Generate resultant set of policy (logging)
Group or user names: [] Delete msCOM-PartitionSet objects [[] Generate resultant set of policy (planning)
Mcrewroromer | 1) Create msDS- App-Configuration objects
S8 sELF
42 Authenticated Users Properties:
£2 SYSTEM [“] Read all properties [] Write msDS-NCReplOutboundNeighbors
a User CanManageDCs (User.CanManageDCs@alsid.corp) . . . .
2 Domain Admins (ALSID\Domain Admins) v [[] Write all properties [v] Read msDS-NC-RO-Replica-Locations-BL
Add = [v] Read adminDescription [v] Read msDS-NcType
emove
[[] Write adminDescription [[] Write msDS-NcType
Permissions for CREATOR OWNER Allow Deny [/ Read adminDisplayName [vI Read msDS-NonMembersBL
Full control (I g = [[] Write adminDisplayName [v] Read msDS-ObjectReferenceBL
Read g g Read countryCode [l Read msDS-ObjectSoa
Wit
Cre:te all child objects [ [ L Write E‘Etﬂg‘_’de [] Write msDS-ObjectSoa
Delete all child objects 0 0 > I 7Read gPLink I [+] Read msDS-OIDToGroupLinkBlI
. » — . 4 sottinee. ik I [ WritegPLink | [“] Read msDS-OperationsForAzRoleBL
or special permissions or advanced settings, i
Advanced. e | l- ﬁa?g‘pfptﬁﬁg [+1 Read msDS-OperationsForAzTaskBL

{ Ou accorder 'autorisation a un groupe et utiliser la technique ‘managed by’ pour le rendre impossible a détecter ! }
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
Step-by-step example

-

72 AL Masquer le nouvel objet de stratégie de groupe :
f(e'cﬂult Df’m"i” Controllers Policy Security Settings X Modifier la sécurité sur “Defau |t Domain Controllers
ety Policy” et supprimer tout acces a I'exception de SYSTEM

et le compte utilisateur hacker

mmmmm) Désormais, 'objet de stratégie de groupe n’est plus
répertorié dans I'interface graphique, méme pour
les administrateurs de domaine !

| 88 SYSTEM
: a Keyser Soze (keyser.soze(@alsid.corp)
1

keyser.soze

user

Add P nove Group Policy Objects in alsid.corp
Contents Delegation
Permissions for SYSTEM Allow Deny =
N GPO Stat
Full control O o A ame us

Read ] O _-j Default Domain Controllers Policy Enabled
Write “ n _j Default Domain Policy Enabled
Create all child objects % O] j[ Tenable.ad Enabled
- i Test_New_Gpo_1 Enabled

Delete all child objects v O _New_po_
Y 1=/ TestGPO ) I & cnabled

For special permissions or advanced settings,
click Advanced. kb
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Step-by-step example
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quesS — gPLink attribute to perform Domain Controllers future dominance

, Domain admin

r i i i i |

PS C:\Users\dcadmin> whoami

alsid\dcadmin

PS C:\Users\dcadmin> get-gpo

DisplayName
DomainName
Owner
Id
GpoStatus
Description
CreationTime
ModificationTime
erVersion
Computerversion
WmiFilter

DisplayName
DomainName
owner

1d
GpoStatus

CreationTime
ModificationTime
UserVersion
Computerversion
WmiFilter

Displayname
DomainName
Owner

Id
hpoﬁtdtu<

CreationTime
ModificationTime
UserVersion
Computerversion
WmiFilter

DisplayName
DomainName
Owner

Id

GpoStatus
Description
CreationTime
ModificationTime
UserVersion
Computerversion
WmiFilter

DisplayName
DomainName
Owner
1d
GpoStatus
Description
CreationTime
ModificationTime
erVersion
Computerversion
wmiFilter

: AD Version

: Testdl
: alsid
: ALSID\Domain Admins

: AD Version: e,

: Default Domain Policy

alsid.corp
ALSID\Domain Admins
31b2f340-016d-11d2-945f-00c04bo84f9

: AllSettingsEnabled

: 7/29/2021 12:17:39 AM
: 8/24/2021 2:39

22 PM
AD Version: @, SysVol Version: @

AD Version: 11, SysVol Version: 11

: alsid.c

ALSID\Domain Admins
3e7fa477-e34e-4d64-aa92-d58d9d93953

i AllSettingsEnabled

10/12/2021 7:
10/12/2021 7:
@, Sysvol Version

AD Version: 1, SysVol Version:

431bfees-fdsd-4af2-bf3e-5abico25fcie
AllsettingsEnabled

0:25 PM
124 PM
sysvol Version: @
SysVol Version: @

: Default Domain Controllers Policy
: alsid.co
: ALSID\Domain Admins

78 16 -11d2-945f-@0ce4fbogafo
AllsettingsEnabled

1 7/29/2021 12:17:39 AM
1 8/24/2021 8
: AD Version

28:04 PM
@, Sysvol Vversion: @
1, sysvol Version: 1

Tenable.ad
alsid.corp

: ALSTD\Domain Admins
: 884ddesf-4269-4c7f-b589-
: AllSettingsEnabled

34bg93fbcdse

This GPO has been created as part of the deployment of Tenable.ad
8/24/2021 2:23:59 PM

: 8/24/2021 2:24:08 PM
: AD Version: 1,
: AD Version:

SysVol Version:
1, Sysvol Version:

E¥ windows PowerShell

keyser.soze

?s c:\users\dcadmin> whoami

alsid\keyser.soze
»s c:\Users\dcadmin>

DisplayName
DomainName
owner

Id
Gpostatus
Description

wmiFilter

DisplayName
DomainName
owner

CONDUtEI"VerS'I on
wmiFilter

DisplayName
DomainName
owner

Id

Gpostatus
Description
CreationTime

Computerversion
wmiFilter

DisplayName
DomainName
owner

CO"IPUIEI‘VEI“S'I on
wmiFilter

DisplayName
DomainName
owner

Id

CreationTime
ModificationTime
Userversion
Computerversion
wmiFilter

DisplayName
DomainName
owner

Id

ModificationTime
Userversion
Computerversion
wmiFilter

user

get-gpo

pefault Domain Policy

alsid.corp

ALSID\Domain Admins
31b2f340-016d-11d2-945F-00c04fb98419
AllsettingsEnabled

7/29/2021 12:

8/24/2021 2:3

AD Version: 0, Sysvol version: 0
AD Version: 11, Sysvol Version: 11

Test_New_Gpo_1

alsid.corp

ALSID\Domain Admins
3e7fa477-e34e-4d64-aa92-d58d9d939537
AllsettingsgEnable

10/12/2021 7:33:54 AM
10/12/2021 7:36:28 AM
AD Version: 0, Sysvol version: O
AD Version: 1, Sysvol version: 1

TestGPO

alsid.corp

ALSID\Domain Admins
431bfee5-fd5d-4af2-bf3e-5ab1c925fc10
AllsettingsEnabled

8/24/2021 2:00:25 PM
8/24/2021 2:0 4 PM
AD Version: 0, Sysvol version: 0O
AD Version: 0, sysvol version: 0

pefault Domain controllers Policy
alsid.corp

ALSID\Domain Adm

6acl786c-016f- lld2 945f-00c04fb984f9
AllsettingsEnabled

7/29/2021 12:17:39 AM
8/24/2021 8:08:04 PM
AD Version: 0, Sysvol version: O
AD Version: 1, Sysvol version: 1

Tenable.ad

alsid.corp

ALSID\Domain Admins

884dd68f-4269-4c7f-b589-34b893fbcd80

AllsettingsEnabled

This PO has been created as part of the deployment of Tenable.ad
8,/_+/2021 :23:59 PM

8/24/2021 2.74:08 PM

AD Version: 1, Sysvol Version: 1

AD Version: 1, sysvol Version: 1

pefau|t Domain controllers Policy
alsid.corp

ALSID\Domain Ac rins
cbd6ee31-29f9-111f-8d2a-ec4999bba98e
Allsettingser .bled

w/2°/27.1 1 9:42 AM
10/25/2021 10:41:08 AM
AD Version: 1, Sysvol version: 0
AD Version: 1, Sysvol version: O
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
Step-by-step example

Pour activer la porte dérobée :

T——— Remplacer la valeur ‘6AC1786C-016F-11D2-945F-
v _ Active Directory Users and Computers [dc-vm.alsid.corp] 00C04fB984F9’ (original DEfGU/t Domain
| Saved Queries Domain Controllers Properties . Controllers Policy) avec la valeur ‘cbd6ee31-29f9-
v 34 alsid.corp -~ _ ’ .
2 A S [ harmaed 5y | oot | ooty o] At Eder 411f-8d2a-ec4999bba98e’ (Defau [t Domain
4 Builtin Atbutes Controllers Policy), puis masquer (ACL
“| Computers Awbue Vae A modification) la GPO originelle ‘6AC1786C-016F-
2| CORP I gPLink [LDAP.//cn={884DD68F 4269-4C7F-8589-34 | 11D2-945F-00C04fB984F9’ du domaine
= ; gPOplions — — | <hotset> L oooEmEmEEEE
5 Domain Controllers neianceType et = (WRITE)
| ForeignSecurityPrincipals intemationall SDNNu... ~ <not set>
; Keys isCriticalSystemObject TRUE
N tocthndEaund Eg:'::::d roteer String Attribute Editor X
[ <not set>
lastknownParent <not set> Attnbute: gPLH'II(
managedBy <not set>
msCOM-UserPartition... <not set> !
msDS-CloudAnchor <not set> Value:
mS-DS-ConsistencyC... <not set> [LDAP://en={884DD68F-4269-4C7F-B589-34B893FBCDA80},cn=policies,cn=systei
mS-DS-ConsistencyG... <not set>
<
Clear OK Cancel
Edit
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
How to check

Comment verifier ?

® Check the “well-known” Group Policies values

~ ¢ 2 "
— Default Domain Controllers Policy ~ {6Ac1786C-016F-11D2-945F-00C04FB984F9}
Default Domain Policy {31B2F340-016D-11D2-945F-00C04FBI84F9}

[E[
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AD backdooring techniques — gPLink attribute to perform Domain Controllers future dominance
Synthese

| Console Root managed
v | Active Directory Users and Computers [dc-vm.alsid.corp] . R —
— - )
_| Saved Queries Read & Write - - /
v 3 alsid.corp gPLmk —,—’—
. 5 Alsid T keyser.soze
= -
Default Domain 3 Builtin " GROUP A
. e 7 x user
Controllers Policy J Computers -
& 2| CORP " - Object Security Attribute Editor
S O Dt General Members Member Of Managed By
/ | ForeignSecurityPrincipals Name: '
TH E PI P E G PO i KEYS Properties Clear
; LostAndFound Manager can update membership list ‘ I 4 /

Permissions de keyser.soze:

* Allow log on locally GROUP A
* Allow log on through Remote Desktop Services rox
* Debug programs | Meme [ Amﬁ::;:; By

* Logon as a batch job Members:
* Log onas a service Neme

Active Directory Domain Services Folder
! Bruce Wayne alsid.corp/Alsid

?J deadmin alsid.corp/Users

2 oot alsid.cop/CORP

5 User WithSPNs  alsid.corp/CORP I V 4

@ keyser.soze s’ajoute a GROUPA )

(2] GROUPA peut modifier le gPLink attribute au niveau de I'unité d’organisation— keyser.soze remplace le « default
domain controllers policy » ID par le « PIPE GPO » ID

(3] « THE PIPE GPO » autorise I'acces global a keyser.soze a tous les contréleurs de domaine

keyser.soze masque la stratégie originelle « default domain controllers policy »

(5] keyser.soze peut tout faire sur les DCs sans &tre membre des groupes « Domain admins » ou « Enterprise admins »
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Conclusion & Q&A
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A retenir

Faire la chasse

aux portes
dérobées AD,

c’est FUN !

—

Souvenez-vous
de la pilule bleue
et de la pilule
rouge

En fait, vous ne
pouvez pas
compter sur vos
sauvegardes

22 octobre 2025 - PARIS

Astuce :
Surveillez les
nouvelles
entrées Deny
ACEs dans votre
répertoire

Tres souvent ce
n’est pas bon
signe du tout...
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Y’a rien a gagner cette année ???? {9
Je suis ...

Je suis un monstre du film originel « Ghostbusters » qui n’a pas été cité / représenté jusque la
Je suis une entité ancienne et malveillante, considérée comme une divinité extra-dimensionnelle et qui
possede des pouvoirs quasi illimités (manipuler la réalité, invoquer des serviteurs, provoquer des

catastrophes massives)
J'apparais tout d’abord sous une forme humanoide, avec un look tres étrange et franchement kitsch.

Ensuite, les Ghostbusters choisissent mon apparence finale en tant que Bibendum.

Je suis ... Je suis ...

GOZER le Gozerien
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Un grand merci a tous nos partenaires !
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