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Microsoft MVP 17x

CADIM: Communauté Active Directory & Identity Management
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V i s i t  h a c k u i t y . i o  f o r  a d d i t i o n a l  i n f o r m a t i o n

https://www.hackuity.io/
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< 8 >MITRE

Who is MITRE?

Other partnerships

As an independent, leading technology 

and research and development not-for-

profit institution, MITRE serves as a 

trusted national resource. MITRE apply 

a cross-domain technical knowledge 

and expertise to deliver a data-driven, 

system-of-systems engineering 

approach with a single shared mission: 

solving problems for a safer world.

▪ Department of Defense | National Security Engineering Center

▪ Federal Aviation Administration | Center for Advanced Aviation 

System Development

▪ Department of the Treasury and Internal Revenue Service, and 

co-sponsored by the Department of Veterans Affairs and Social 

Security Administration | Center for Enterprise Modernization

▪ Department of Homeland Security | Homeland Security Systems 

Engineering and Development Institute™

▪ Department of Health and Human Services | The Health FFRDC

▪ National Institute of Standards and Technology | National 

Cybersecurity FFRDC

▪ National Security Engineering Center (NSEC) is sponsored by the 

U.S. Department of Defense

▪ Center for Advanced Aviation System Development (CASSD) is 

sponsored by the Federal Aviation Administration

▪ Center for Enterprise Modernization (CEM) is sponsored by the Dept. 

of Treasury and the Internal Revenue Service, and co-sponsored by 

the Dept. of Veterans Affairs and Social Security Administration

▪ Homeland Security Systems Engineering and Development 

Institute™ (HSSEDI) is sponsored by the Department of Homeland 

Security

▪ Health FFRDC is sponsored by the Department of Health and Human 

Services

▪ National Cybersecurity FFRDC (NCF) is sponsored by the National 

Institute of Standards and Technology

8 500 employees - Budget: US$ 2 billions
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Who is MITRE?

attack.mitre.orgmitre-engenuity.org
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Other agencies

cisa.org

nist.gov

UScert

standards & publications
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MITRE ATT&CK MITRE ATT&CK® is a globally-accessible knowledge base of adversary tactics and 
techniques based on real-world observations. The ATT&CK knowledge base is used as a 
foundation for the development of specific threat models and methodologies in the 
private sector, in government, and in the cybersecurity product and service community.

https://attack.mitre.org/matrices/enterprise/ https://attack.mitre.org/matrices/mobile/ https://attack.mitre.org/matrices/ics/
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< 1 2 >MITRE

MITRE ATT&CK

https://attack.mitre.org/resources/versions/
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< 1 3 >MITRE

MITRE ATT&CK MITRE ATT&CK® Mitigations

https://attack.mitre.org/mitigations/enterprise/
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< 1 5 >MITRE ATT&CK

Yet Another Kill Chain
Developed by Lockheed Martin, the Cyber Kill Chain® framework is part 

of the Intelligence Driven Defense® model for identification and 

prevention of cyber intrusions activity. The model identifies what the 

adversaries must complete in order to achieve their objective.

The seven steps of the Cyber Kill Chain® enhance visibility into an attack 

and enrich an analyst’s understanding of an adversary’s tactics, 

techniques and procedures. Developed by Lockheed Martin, the Cyber Kill 

Chain® framework is part of the Intelligence Driven Defense® model for 

identification and prevention of cyber intrusions activity. The model 

identifies what the adversaries must complete in order to achieve their 

objective.

The seven steps of the Cyber Kill Chain® enhance visibility into an attack 

and enrich an analyst’s understanding of an adversary’s tactics, 

techniques and procedures.

Source: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

C
o

m
p

re
n

d
re

 e
t 

a
m

é
lio

re
r 

s
a

 s
é

c
u

ri
té

 g
râ

c
e

 à
 M

IT
R

E
 A

T
T

&
C

K



< 1 6 >MITRE ATT&CK

Yet Another Kill Chain
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< 1 8 >MITRE ATT&CK

Matrix: https://attack.mitre.org/matrices/enterprise/

Tactics
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PRE Matrix
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Matrix
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Matrix
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< 2 2 >MITRE ATT&CK

Matrix – Procedure [1/2]
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< 2 3 >MITRE ATT&CK

Matrix – Procedure [2/2]
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Matrix - Group
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Matrix - Campaign
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< 2 7 >MITRE Tools & data

ATT&CK in Excel

Excel spreadsheets 

representing the ATT&CK 

dataset. These 

spreadsheets are built from 

the STIX dataset and 

provide a more human-

accessible view into the 

knowledge base while also 

supporting rudimentary 

querying/filtering 

capabilities.C
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< 2 8 >MITRE Tools & data

ATT&CK in Excel

https://attack.mitre.org/resources/working-with-attack/
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< 2 9 >MITRE Tools & data

ATT&CK in STIX

Structured Threat 

Information Expression 

(STIX™) is a language and 

serialization format used to 

exchange cyber threat 

intelligence (CTI). The 

ATT&CK dataset is available 

in STIX 2.0 and STIX 2.1. 
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< 3 0 >MITRE Tools & data

ATT&CK in STIX

Source: https://oasis-open.github.io/cti-documentation/
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< 3 1 >MITRE Tools & data

ATT&CK in STIX

Source: https://stixproject.github.io/about/ https://stixproject.github.io/about/STIX_Whitepaper_v1.1.pdf
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< 3 2 >MITRE Tools & data

ATT&CK in STIX

https://github.com/mitre-attack/attack-stix-data
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< 3 3 >MITRE Tools & data

ATT&CK in STIX - OpenCTI

Source: https://github.com/OpenCTI-Platform/opencti
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< 3 4 >MITRE Tools & data

ATT&CK Workbench

The ATT&CK Workbench is 

an application allowing users 

to explore, create, annotate, 

and share extensions of the 

ATT&CK knowledge base.

https://github.com/center-

for-threat-informed-

defense/attack-workbench-

frontendC
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< 3 5 >MITRE Tools & data

ATT&CK Python Utilities

ATT&CK provides a variety 

of Python tools for 

accessing, querying, and 

processing the ATT&CK 

dataset. These scripts can 

be useful utilities or serve as 

examples for how to work 

with ATT&CK 

programmatically.
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< 3 6 >MITRE Tools & data

ATT&CK Python Utilities

This project seems to be 

slow, no regular updates

https://github.com/mitre-attack/attack-scripts/tree/master/scripts
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< 3 7 >MITRE Tools & data

ATT&CK Python Utilities

https://github.com/mitre-attack/mitreattack-python

https://mitreattack-python.readthedocs.io/en/latest/
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< 3 8 >MITRE Tools & data

ATT&CK Navigator

The ATT&CK Navigator is a 

web-based tool for 

annotating and exploring 

ATT&CK matrices. It can be 

used to visualize defensive 

coverage, red/blue team 

planning, the frequency of 

detected techniques, and 

more.
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< 3 9 >MITRE Tools & data

ATT&CK Navigator

Run it locally

(https://github.com/mitre-
attack/attack-navigator/)

Use the ATT&CK Navigator online App

(https://mitre-attack.github.io/attack-
navigator/)

OR
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< 4 0 >MITRE Tools & data

ATT&CK Navigator
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< 4 1 >MITRE Tools & data

ATT&CK Navigator
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MITRE ATT&CK
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< 4 3 >MITRE ATT&CK Training

MITRE ATT&CK Defender

https://mitre-engenuity.org/cybersecurity/mad/

MITRE ATT&CK Defender™ (MAD) is 

a training and credentialing program 

for cybersecurity operations and 

individuals looking to strengthen their 

threat-informed defense approach to 

security.  Through a mix of on-demand 

and live training opportunities that 

focus on certifying real-world mastery 

in the application of the MITRE 

ATT&CK® knowledge base, MAD 

helps organizations stay ahead of 

adversaries.
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< 4 4 >MITRE ATT&CK Training

MITRE ATT&CK Defender

C
o

m
p

re
n

d
re

 e
t 

a
m

é
lio

re
r 

s
a

 s
é

c
u

ri
té

 g
râ

c
e

 à
 M

IT
R

E
 A

T
T

&
C

K



< 4 5 >MITRE ATT&CK Training

MITRE ATT&CK Defender

https://mad.mitre-engenuity.org/
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< 4 6 >MITRE ATT&CK Training

MITRE ATT&CK Defender
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< 4 7 >MITRE ATT&CK Training

MITRE ATT&CK Defender
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< 4 8 >MITRE ATT&CK Training

MITRE ATT&CK Defender

https://app.cybrary.it/my-learning
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< 4 9 >MITRE ATT&CK Training

MITRE ATT&CK Defender
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What’s next?
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< 5 1 >The best conclusion about MITRE ATT&CK you could imagine😉

https://medium.com/@mergene/
an-alternative-way-of-using-
mitre-att-ck-for-threat-hunting-
and-detection-be55739dc7aaC
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< 5 2 >What’s next?

https://identitydays.com/ https://www.linkedin.com/company/identity-days/
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< 5 3 >What’s next?

https://www.linkedin.com/in/sylvaincortes/

https://twitter.com/sylvaincortes
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< 5 4 >What’s next?

V i s i t  h a c k u i t y . i o  f o r  a d d i t i o n a l  i n f o r m a t i o n

https://www.hackuity.io/

C
o

m
p

re
n

d
re

 e
t 

a
m

é
lio

re
r 

s
a

 s
é

c
u

ri
té

 g
râ

c
e

 à
 M

IT
R

E
 A

T
T

&
C

K



< 5 5 >

0  7  0  7  0  7  0  7  0 

+  8  +  8  +  8  +  8  + 

2  9  2  9  2  9  2  9  2

3  2  3  2  3  2  3  2  3

#  0  #  0  #  0  #  0  #

5  +  5  +  5  +  5  +  5

3  4  3  4  3  4  3  4  3

7  5  7  5  7  5  7  5  7

4  #  4  #  4  #  4  #  4

+  1  +  1  +  1  +  1  +  1

7  +  7  +  7  +  7  +  7

+  9  +  9  +  9  +  9  +

1  5  1  5  1  5  1  5  1  5

#  8  #  8  #  8  #  8  #

3  +  3  +  3  +  3  +  3

6  7  6  7  6  7  6  7  6

5  8  5  8  5  8  5  8  5

9

4

8

#

1

2

+

1

+

4 

1

+

/

9

4

#

+

0

+

2

3

#

5

3

7

4

+

7

+

1

#

3

8

6

7

9

2

+

1

6

6

0

/

4

0  7  0  7  0  7  0  7  0

+  8  +  8  +  8  +  8  +

2  9  2  9  2  9  2  9  2

3  2  3  2  3  2  3  2  3

#  0  #  0  #  0  #  0  #

5  +  5  +  5  +  5  +  5

3  4  3  4  3  4  3  4  3

7  5  7  5  7  5  7  5  7

4  #  4  #  4  #  4  #  4

+  1  +  1  +  1  +  1  +  1

7  +  7  +  7  +  7  +  7

+  9  +  9  +  9  +  9  +

1  5  1  5  1  5  1  5  1  5

#  8  #  8  #  8  #  8  #

3  +  3  +  3  +  3  +  3

6  7  6  7  6  7  6  7  6

5  8  5  8  5  8  5  8  5

9

4

8

#

1

2

+

1

+

4 

1

+

/

9

4

#

+

0

+

2

3

#

5

3

7

4

+

7

+

1

#

3

8

6

7

9

2

+

1

6

6

0

/

4

_08_

Questions

C
o

m
p

re
n

d
re

 e
t 

a
m

é
lio

re
r 

s
a

 s
é

c
u

ri
té

 g
râ

c
e

 à
 M

IT
R

E
 A

T
T

&
C

K



Thank you

https://www.hackuity.io

https://www.hackuity.io/

	Couverture de présentation
	Diapositive 1

	Sommaire
	Diapositive 2

	Titre de partie
	Diapositive 3

	Slides de texte
	Diapositive 4
	Diapositive 5
	Diapositive 6
	Diapositive 7
	Diapositive 8
	Diapositive 9
	Diapositive 10
	Diapositive 11
	Diapositive 12
	Diapositive 13
	Diapositive 14
	Diapositive 15
	Diapositive 16
	Diapositive 17
	Diapositive 18
	Diapositive 19
	Diapositive 20
	Diapositive 21
	Diapositive 22
	Diapositive 23
	Diapositive 24
	Diapositive 25
	Diapositive 26
	Diapositive 27
	Diapositive 28
	Diapositive 29
	Diapositive 30
	Diapositive 31
	Diapositive 32
	Diapositive 33
	Diapositive 34
	Diapositive 35
	Diapositive 36
	Diapositive 37
	Diapositive 38
	Diapositive 39
	Diapositive 40
	Diapositive 41
	Diapositive 42
	Diapositive 43
	Diapositive 44
	Diapositive 45
	Diapositive 46
	Diapositive 47
	Diapositive 48
	Diapositive 49
	Diapositive 50
	Diapositive 51
	Diapositive 52
	Diapositive 53
	Diapositive 54
	Diapositive 55

	Slide de fin
	Diapositive 56


