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La gouvernance des données




Besoins de classer

Tell me the truth.I'm..I'm ready ) Usage

to hear it. .
* Faciliter la recherche

e Conformité

e Gestion des périodes de rétention (suppression
automatique / conservation des traces)

* Répartition géographique

You need an accurate inventory of your as’sets
before you can work on protecting it.

-
D

e Sécurité
* Protection des données sensibles (leaks)




Modeles de Teams

* Création de modeles Teams pour :
e Uniformiser le classement
* Initier 'usage de Teams avec les bonnes pratiques
* Réponse a des scénarios collaboratifs (ex : projets)

* Harden365 : création de modeles types métiers
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Rétention des contenus

 Deux outils

* Retention policies (par BAL/O4B/SP)
* Retention labels (par email/fichier)

* 3 comportements

e Suppression automatique a la fin de |la période de rétention
(w/wo workflow)

e Conservation automatique de toute modification (PHL)
* Rien (pour classement seulement)

_:.D-Dl:..l ments contrats T2 @ e

Contrat Accompagnement et ...

02/09/2020

‘@ ID de document

DEMOSPT-1504233608-1

[ Etat de validation

Entrez une valeur ic

— Appliquer I'étiquette de rétention

X

Aucun

Aucun Ef

Donnée personnelle FR

Etiquette de retention 20200603

Activité




Sécurisation des contenus : Sensitivity labels

B [ \ 8 :—‘/ L? Sensitivity

Application manuelle ou auto (regle ou IA *) ’ s

[
« Chiffrement des fichiers a la volée M&A Plan — “Shanghai’
MARCH 2018, CONTOSO M&A DEPT.
. . .. o, L, M&A ID: #C0O0151500
* Impossible a ouvrir si pas authentifie/ pas autorisé s e ey
 Restriction des permissions LN
* Bloquer le copier/coller, impression, capture écran, trans -

- Texte en filigramme T TR
b comeo o Can't use work content here ‘ .
« Bloquer la copie sur clé USB / usage sur services TR N
non M365 == -

+++++

« Application sur des Groupes O365/Teams

Stan a new one
=@ mam:—)canu@s (]
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Microsoft Defender for O365




Audit du tenant avec ORCA

ii ORCA M365B507772.onmicrosoft.com 25-oct.-2021 00:12

Microsoft Defender for Office 365 Recommended Configuration Analyzer Report

Version 1.10.6
This report details any tenant configuration changes recommended within your tenant.

Configuration Health Index

54 ‘y The configuration health index is a weighted value representing your cenfiguration. Not all configuration is considered and some configuration is weighted higher than
o others. The index is represented as a percentage. How the configuration impacts the configuration health index is shown next to the recommendation in the report
below as a positive or negative number. The impact to your security posture is a large consideration factor when rating the configuration.

https://www.powershellgallery.com/packages/ORCA/1.10.6

Microsoft recommendationsfor EOP and Defender for Office 365 security settings -
Office 365 | Microsoft Docs



https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/recommended-settings-for-eop-and-office365?view=o365-worldwide

Microsoft Defender for O365

Anciennement Office 365 ATP

@ Microsoft

Microsoft 365 Plan 1

Business Premium

Anti Spam

W  Anti-Spam Policies
Anti Malware
. . L} Advance d Threat Protection Policies
S— Anti Spoofing = o
Anti Phishing B ok
- Safe Links
'E\;hcrOSOft 365 P I a n 2 £  Malware Filter Policy

Safe Attachments
Safe Documents

Transport Rules

Zero Hour Autopurge

Tenant Settings

!‘o

¥  Connectors
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Le Modern Workplace




Modern Workplace

Azure AD join : Azure AD Hybrid Join :
v'Pilotage via Intune (régles Harden AD) v Pilotage via les GPO / Intune

v'Lightweight LAPS solution for Intune v Laps
L, v'Conformité via Intune.
v'Conformité via Intune.
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Le modele Zéro Trust
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Zero Trust : Never trust and Always verify

Vérification explicite | Privileges d’accés minimums | Suppose une violation

Données

Contexte

Identités [ Modal Apps
oaeie

@ Infrastructure
@ Réseau

Zero Trust

Périphériques | [

Controle

Visibilité | Analytics | Automation

Un cadre de sécurité MODERNE basé sur les Identités et les Périphériques
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Zero Trust : Azure AD et le controle des acces

Signaux Azure AD Vérifier chaque tentative d'acces Controle d’'acces aux Apps et données
- ©

Utilisateur et z ; Périphériques Acces autorisé
emplacement
-
. . 101010
MFA obligatoire H ololol
e 1 I0ol0I0

A o

/ Accés limité ‘
- © -

Applications A Analyse du risque  Resetdumotde passe
en temps réel @
Surveillance
des acces

Identity Days 2021



Seyfallah Tagrerout
Version

Active Directory Conditional Access

Azure AD P2

Secure Score Legacy Authentication g

M365 E2 — E5 »
Azure MFA Block end-user consent
Azure AD P/

P2

Password Protection PIM / PAM

Azure AD P2

Azure AD / Access
Emergency Accounts tokken
Azure AD

Application Auth Context

Audit / Logs and SecOps Self Service

Log to Splunk

Azure Ad connect
Health Package Access

] a M365 E3 — E5 Azure Ad Access

Monitor Azure AD .

Azure AD PV Review
P2 Azure AD P2

Monitor Identity

Protection oo Self service

1365 ES

Cloud App Security ~ =-— — Infarmation Go

Azure Sentinel - — - —  Azure Subsc

-

Security model - Microsoft 365

Extended Detection and Response (@

Azure Identity
Protection

Azure AD P2

Exchange Online
Protection
M365 E3 — E5

Azure AD P1/ Ms Defender for
Pz

M365 E3 - E5

Azure AD P/
Office365 - P2

Ms Defender for b RS
Identity 7
_/
Ms Defender for ~ »”
EndPoint

Data Protection

Sensitivity Label / AIP Customer key DKE

Information Gov
M365 E3 — E5 , M365 E3 — E5
Customer key / DKE
Azure AD P/ Azure AD P1/
P2 p2
Retention Label

Enterprise Model — Tiering model — Privileged Access strategy

Protect your Device

DLP for endpoint weeT=

Azure AD P1/
P2
Hybrid Azure AD join

Azure AD P2
PAW Win10 Hardening

Ms Defender for
. Patch management
endpoint

Services

OneDrive for Business
SharePoint Online
Exchange Online

Microsoft Teams

Change and communication
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Harden, le moteur




Structures des fichiers

5 7] + | Debug =
Home Share View o Home Share View
« v 4 « HardenAD-version-2.1.0 beta 7 > SecureAD > Logs v O ol - « Sec Debug v 0 earch De

Name Date modifieg Name Date modified Type
»# Quick access s Quick access
Debu File folder | Debug_Convert-MigrationTable.lo 27/10/2021 21:4 Text Document
I Desktop I i i I Desktop “ + 9 ' J ,
| 2021-10-27_093713_HardenAD-Results.csv  27/1C 21 21:3

21 21:37 CSV File 3 KE | Debug_Import-WmiFilters.log 27/10/2021 21:43 Text Document

¥ Downloads ¥ Downloads

| 2021-10-27_093713_HardenAD-Results.log  27/10 121:37 Text Document 20 KB | Debug_Install-LAPS.log 27/10/2021 21:45 Text t
==| Documents ] 2021-10-27_094520_HardenAD-Results.csy ~ 27/10/2021 21:43 CSV File 3 KE ==| Documents —| Debug_New-AdministrationAccounts.log ~ 27/10/2021 21:43 Text Document
&=/ Pictures ' | 2021-10-27_094520_HardenAD-Results.log  27/10/2021 21:45 Text Document 20 KE &= Pictures ' | Debug_New-AdministrationGroups.log 27/10/2021 21:4 Text Document

System32 | welcome.txt 16/10/2021 16:28 Text Document KE System32 | Debug_New-GpoObject.log 27/10/2021 21:45 Text Document
| Debug_New-M3650rganizationalUnits.log  27/10/2021 21:43 Text ment
@ This PC 3 This PC : e o s
-| Debug_New-ScheduleTasks.log 27/10/2021 21:45 ext Document
¥ Network g¥ Network -| Debug_Publish-MigrationTable.log 27/10/2021 21:43 Text Document
| Debug_Reset-GroupMembership.log 27/10/2021 21:45 Text Document
\Users\LOIC\Documents\GitHub\SecureAD) § Peiug, Jet-ADRRcyclebinlog ST ETI Sk Socument
| Debug_Set-DefaultObjectLocation.log 27/10/2021 21:43 Text Document
I Configuration_HardenA 4 Debug_Set-GpoCentralStore.log 1€ ,,;. 4: ‘ Document
— — | Debug_Set-LapsScripts.log 27/10/2021 21:45 ext Document
sa Configusstion HardenAD: | Debug_Set-msDSMachineAccountQuota...  27/10/2021 21:43 Text Document
e | Debug_Set-SiteLinkNotify.log 27/10/2021 21:43 Text Document
wl T2 quence_HardenAL —| Debug_Set-TreeOU.log 27/10/2021 21:4 t
&2 lasksSequence HardenAD | Debug_Update-PreferenceXML.log 27/10/2021 21:4 Text Document
M Inputs | welcome.txt 16/10/2021 16:28 Text Document
I Logs
B Modules
B Outputs N
B Tools

1]

HardenAD.ps1
LICENSE
README.md

»y

x|
+ L




Le fichier XML

TasksSequence_HardenAD.xml
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One more thing...




HARDEN"™

Protect your data in minutes

Une premiére version de la solution Harden 365 devrait étre disponible premier trimestre 2022.



Rejoignez-nous, contactez nous :
contact@harden.world
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